| CYBERSPACEJURSDICTION

. Abstract:

~ As mandated from Rio+20 Conference, it has established the UN Open Working -
- Group-on: Sustainable ' Development Goals and ‘collectively  state that the
_internet shall play an important role as a mean ‘of implementation to eradicate -

- poverty. In relation with the World Summit on InformationSociety (WSIS), the
- global community has just finished the process by the UN system fo review the
. progress that has been made in the implementation and follow up of the WSIS
outcomes at the regional and international level as keyinput on the role of the
information and telecommunication technologies in the Post-2015 Development
Agenda. Those are some evidence on how important the internet globally
nowadays. In this context, Indonesia always bélieve that in order to enhance the
foint efforts to optimize the benefits of ICT for. susiainable development, it will
needs jurisdiction recognition dn-the internet- This position has -continuously
stated by all Indonesia delegation attending lany intérnational internet forum,
including -the Internet - Gevernance  Forum (IGF) and.Seoul “Conference of
Nowadays, rapid changes had occurred in'the infernet' L evel of misuse of the
internet is growing. Through internet people conduct espionage operation,
spreading news, pictutes, recorded-tape which are not-correct or.not supposed
fo be uploaded. Some people abuse the free-statls of the cyberspace io
uploaded harsh content that ignores other users beliefs or national laws. The
infernet become unsafe and.un-ethics,

Changes in strategic environment of-the internet as-well as emerging issues in
refation with the internet are-the rmain_subsiance for this paper. Literature study
and comparison method had been ¢onducted to analyze the issue and to make
necessary afternative recormmendations to-solve-the issue.

In some issues like security, eeonomic and.social-reasons regarding the internet
and its infrastructure, the govermment of sovereign state needs fo take some
actions and therefore sovereignty and jurisdiction becomes crucial in this
matter. With the lack of international arrangement in this sense, Indonesia
should be not hesitate to issue unilaterally various policy and restriction to
protect ils interest. The Government of Indonesia have fo enhance cooperation
with other stakeholders and other states fo ensure the protection of Indonesia
interest in terms of national security and internet users in Indonesia. As for
foreign refation, Indonesia should keep the “bebas aktif’ policy so it can gain
benefit from various parties which possess advanced capability in information
technology so that not depending only to one provider.

Key Words: Cyberspace; Multistakeholders; Jurisdiction; Sovereignty; Misuse of
internet.
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As weare éll aware Wlth a
mandate from Rio+20 Conference it
' has estabhshad the UN: Open Workmg. i

~“Group on Sustainable Development
. Goals and collectively state that the -
S _"-'mtemet shall play an important role as -
-~ amean of lmpiementatlon to erad;cate ﬁ

. poverty. - In relat;on ‘with- the World -

© o Summit

S (WSIS), the gioba! community has just

- finished the process by the UN system

Inrormation

' to review the progress that has been

~_made in the.implementation and follow -
up. of the ‘WSIS .outcomes. at ‘the:

regional and international level as key
input on the role of the information and
telecommunication technologies in-the
Post-2015 ~Development. _Agenda.
Those “are some "evidence on how
important - the  internet .~ globally
nowadays. In thissecontexi, Indonesia
always believe [ that .ih- order {o
enhance the joint efforts o optimize
the benefits of ICT for sustaipable
development, it will. needs jurisdiction
recognition in_ the ./ internet = This
position has continuously stated by all
Indonesia delegation- attending  any
international internet-forum,zincluding
the Internet Governance Forum (IGF)
and Seoul Contference of Cyberspace.

Internet Governance Forum-(iGF)
The 8% Internet Governance
Forum (IGF) that was held in Bali,
indonesia, from October 22 to 25,
2013. The 8th IGF was organized and
funded by various groups to represent
the spirit of the multistakeholder
approach. The 8" IGF is aimed at
enhancing Internet governance at
local, regional and global levels. The
organizers of the 2013 IGF wish that
the multistakeholder collaboration wilt
confinue serve as a sustainable and
relevant platform in the future towards
transparent, accountable, professi-

“open - and .
Somety. :

onai and egahtanan Intemet gover-f._--’_'-r?:.
: "_nance in Indonesia and globaily U
f-_';From_ZZ_ {025 Qctober 2013, 2,632
“participants - from 111
.gathered in Bali, Indonesia, for the 8th
IGF. The IGF is an annual event = .
‘mandated by the United Nations as an -
“inclusive - forum . for .-
__:multlstakehoider policy dialogue on
“Internet issues. ‘As a neutral, non-
‘partisan - space, the IGF brings
- fogether - governments, ~ businesses,
--and civil society organizations fo learn
-about emerging issues in Internet
~policy and to discuss about some of its . =
toughest challenges. Although the IGF
-has  'no formal decision making

capabilities, the sirength of the forum
fies in. its power of recognition. The
IGF aims to provide a neutral space
for dialogue,, and for issues to be
brought~to ‘the aitention of relevant
policy makers at giobal, regional and
national level .2

Aside from <the global IGF,
regional and national IGF initiatives
have- also ' been faunched in at least
nineregions and. 19 countries. They
provide & platform for Internet policy
discussions =afound the world, and
promoting participatory, democratic
botfom. up processes.

The“United Nation’s Millennium
Developmeni Goals (MDGs), adopted
by the UN General Assembly in 2000,
declared a commitment among all
member countries to achieve eight
egquitable, universal development
targets by 2015. The eighth goal of the
MDGs resolves to build a global
partnership for development, and
stated “making available the benefits
of new technologies, especially
information and communications” as
an objective, especially in developing
countries. The World Summit on
information Society (WSIS), held in
Geneva in 2003 and in Tunisia in

" countries. -




g_'smce then.

-and Expression, Frank La Rue, fo the
“UN General Assembly, the: exchange
of ideas and:information through the
Internet is declared as a fundamenta!
part of human rights:

“The Internet has become one of the
most important vehicles by which
individuals ~exercise their <right/ to
freedom of opinion and<eéxpression,
and it can play an important role Ao
promote human rights, . democratic
participation, accountability, frans-
parency and economic development’?

The statement | “capiurés /. the
egalitarian nature of. the Internet
which provides a “.plat-form = for
worldwide exchange of- ideasand
information. The IGF is ‘intended o
provide an environment where all
stakeholders can articulate-—their
positions on Internet govemance?
However, in the spirit of neutrality and
egalitarian of internet, the issue of
jurisdiction in internet stifl remain high
profile amongst participants. There
some discussions regarding the issue
that took place formally and informally
at the Bali IGF.

In terms of internet as mean of
international trade, the World Trade
Organization has make an
arrangement in how e-commerce
should be conducted on line. On the
11" WTO Ministerial Meeting in 2011,
the WTO members state decides that
e-commerce should carry-out non-

jfd;scnmmatlon predlctablitty A
's_transparency,.an order fo ‘enhance = -
internet. connectivity and: access to all Sl

St 'reafﬁrmed h giobaf
. commitment’ towards hamese;ng’f'
- Information ' —-and Cemmunlcatlon_f"

- Technologies (!CTS) asa crucial part -
. of -promoting the MDGs. ‘At the 2005
o WSIS; the: UN- Secretary General's
" “mandate led fo the creation of the IGF,

-and - eight. forume have been heid_
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information and teiecommumcatfens

.-'technoiogtes and public: internet sn:es i
for. the growth of electromc commerce :
Cwith spemal ccns:deration -in
_.deveiopmg countnes and partlcularfy__
- in Jeast—devefoped country Members

S In:a m;lestone—settmg 2011 report i R
: '-submltted by the UN  Special
. Rapporteur -on I‘—‘reedom of Opinion

_SeouE Conference

‘The Seoul Conferéncé is ‘an

'internatlonai forum .to. discuss ' 6

cyberspace- related issues ‘including
Ecénomic - Growth .and Development,
Social and Cultural Benefits, Cyber-
security, International Security,
Cybercrime,. and Capacity Building,
uriderthe theme of “Global Prosperity
through an Open_ and  Secure
Cyberspace”, Seoul was the third host
of _the conference’ on cyberspace
follewing/London (2011) and Budapesi
(2012), and pre-workshops per each
theme were held consecutively
leading up to the opening of the
Conference

for | in-depth--discussion on each
agenda. ~The "Capacity Building"
agenda-—was_ added newly by the
Republic of Korea (ROK), to discuss
how to-close the digital divide between
developed-and-deéveloping countries.
During the Plenary Sessions, 40
minister/vice-minister level officials
including Foreign Ministers and ICT
Ministers made keynote speeches and
60 experts from home and abroad
participated as  speakers and
discussants in 6 panel discussions.
The Conference also drew the interest
of participants with various events
including an official diner, hosted by
the Minister of Foreign Affairs, and a
luncheon hosted by the Minister of
Science, ICT and Future Planning,
and ICT exhibition, etc.

“and




| '-:’f':'_Govemmerat Role in the Hniemets

Many govemments are’ embracmg

e jmultlstakehoider models in.order: io.

. -make the ‘Internet’ a better place. "
. While this was: certamiy seen - as.a.
- positive - deve]opment it was also';_'-
""_-'underi:ned that - a - delicate balance..

" must be struck. Governments alone -
cannot govern the Internet; rather. they
‘must earnestly partner with all stake-

' holders on an equal basis, in the. spirit

X fini‘emet belongs to na single ‘country
©or entity, ‘but should :be .a global and
Jinclusive - springboard - for. human
development worldwide that launches
innovation and.opportunities.

~Intermnet - -governance _=should
promote - international s # peage,
~ sustainable development and shared
understanding - and’ cooperation.” In
regard to human rights, there are two
types - of human Frights. civil. and
political rights; and economig, social,
and cultural ‘rights. “The. right t©
development is essential 1o Internet
governance. Government plays
significant role to.achieve-all those
goals and thafls s just-—ancther
evidence on how Governmeni abity
to embrace multistakeholder-approach
and transform it mio" encouraging
policy is crucial.

With regard to multistakeholders
platiorm, many governments have well
established consultative processes,
often mandated procedures that are
part of the Ilegislative process
designed to guarantee public input.
For example, the UK. recenily
established a “Multistakeholder
Advisory Group on Internet
Governance” called MAGIG,
comprised of approximately 40
represeniatives from across the
administration that addresses Internet
issues and  representatives  of
appropriate stakeholders. It was also

; partnershlps was sald to be the best .
first step 1o address the growing issue -
of securlty Proper legal. frameworks
‘need to be ‘in place and cross border -

of the IGF and the Tunis Agenda The

noted that the reglonaf and na’uona%":'__:.f-_""'.'_."
- IGF initiatives can’ aiso be s;gniftcant_:'
'-:pohcy ;nﬁu@ncers R S

Cyﬁaer Secumy and Human Raghts

Network secunty, through. broacﬁ'-_-'.'_:?'_'
_cotlaboratlon ‘and. public - private

communication ‘needs to be -ongoing
to “monitor - the : flow of . information

“through - networks. - At the Seoul

Conference 2013, which Indonesia
participates, that had been an
understanding that governments have -
bigiresponsibility in cyber-security. In
carried out, such role, Governmenis
should tinvolve_other stakeholder. In
this context, Governmenis seems 1o
have | bigger. tesponsibility in cyber-
security than other stakeholder but not
clear i it s «elated to national
jurisdiction of the internet or not.

In term s of Human Rights, global
mulii-stakeholder community now are
on.their way -about many different
issties- and many different Human
Rights, many: difierent soris of ideas
about_how to_govern the Internet by
recognizing ~<Human  Righis  like
freedormr-of expression, privacy, and
also rising issues like access. It is
almost a consensus that the waorld
need one document that could bring
all these issues fogether, discussions
about the Internet and its future in
terms of design -- interconnect with
very important Human Rights issues.
The UN Human Rights counsel has
recognized that how many righis on-
line environment is now as important
as they are oif-line, imporiant
recognition. Internet, not just the
tubes, and the satellite connections
which are very important, all the
software, it's design in the fullest
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5 ‘_'sense |ts access and how zt's used_'”-: sta

S '-arounci the world:in: dlﬁerent ways and

| ~also - the means by which  it's
"'_'-.':'governed substan’ual ‘Human Rights
~and shouid be : raghts based

FRes {_govemance

o ::'.'Net Neutramy e i e
7 What s inet neutral:"cy'? Nei:

E ineutraiity is a cond;tlon where the .

- internet. can serve “all interest of its
users, 'so - the . internet-need ‘to - be
_ balance. and not take side. As. aware,
‘inferest often conflicting -and.‘even
states ‘has. a difficult -role to play -in
balancing *this conflicted interest,
political, social, economic interest.
Therefore for Net Neutrality, obviously,
we need some kind of regulation io
pay due attention to thosesinterests
and the same time prevent  any
contliction between them. So, there's
no Net Neutrality without regulation.t.
~Net Neutrality is ¢onnected to the
farger internet architecture / which
implies infrastructure. ‘Larger internet
infrastructure requires. regulation and
state roles, however  state's. innate
tendency fo try t{o -conirol. the
information in space and society:“and
that's not sounds too good “for nei
neutrality so there has to be-adequate
safeguards in the state's tool.

In the developed world, Net
Neutrality means pro competition
policy. Net Neutrality should drives
competition over the delivery of an
open internet service. Net Neutrality
should drives competition to make that
service faster, more reliable and
cheaper. So, there is a way to do Net
Neutrality that promotes competition
through  healthy exceptions for
specialized  services, reasonable
network management. As for subsidy
by the government, this is definitely
very different in different environments
and to some degree, the role of the

-intemet and Jurssdlctran

Current - = situation - m_".- the
international system -of.:-the Cross-
border ' nature ‘of .internet and the
Internet services and the fragmented
nature .of the legal system today is
there’ are. pensions ' between the
aetors. There“are ‘no understanding
between - each . “other. They - are
conflicting of requirements and needs
and, so, the result of this situation is
there are:no international’framework.8
The | traditional  loads of state
cofporation ~do . not function well
here. ‘There “-are no . international
trealy, no. harmmonization of conient
rules, of course, but alsé the mutual
legal assistance treaties that are used
for criminal-issues are not functioning,
they are~t06 slow and they do not
cover issties that are not
criminal.~Fhere--are many situations
where there is new, so-called, dual
incriminations. Something is illegal in
one Country but not in the other.

The result of above condition is an
increasing direct transborder request
from law  enforcement public
authorities, Governmentis of all sorts,
and this for  three things,
basically. Domain seizures, content
take down and user data. However,
the problem is that the current
mechanism of sending that request
lacks  transparency and  clear
procedures. It is under the
responsibility of the operators and the

ate is somewhat independent from
'--'_.:-Nét Neuiral:ty Relating ‘o State."._'-_ S
subsidy, it's a ‘question: of whai: and oo
how. much. State subsidies" can take -
the form “of tax" incentives - and. .
"..facmtahon of the cell tower- s;tmg and a
“host of oiher thmgs all ihe way up o
siate - prows;onmg and different
“solutions. - make sense diff_e’rﬁent '
Zenwronments W R
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"'-'.;_i___piat‘orms i:o make deCISlons but the'_
" way the requests are being sent, the -
way they're. formulated the formation.:

- that s pm\nded about ‘them is not
S -_’;real[y detailed.: One. Iaw enforoement_ :
Ceing some ‘country receives, for instance,
. at. a platform, ::an  Email - from
"--.somebody ‘who says I'm’ the- Jaw.-
oy enrorcemeni ‘agency in’ Country A and
o the. address is a“Yahoo account. ‘Is.a
" natural effect, for some developmg

“countries, access. in' many. of those
. countries have huge constraints -so
- they are using a normal Email to send

" that kind :of request. How do you

‘authenticate  this? And, so, in that
context, it seems that some framework
is needed for that very specific-set of
issues. Transborder -~ requests - for
domain seizures, content iake down
and access to user data. An order o
make sure the,/ corexist. iense of
different - laws . in those = shared
cyberspaces, we have stumbied upon
the notion :of | proceed usual
interfaces. So, in -another. words,
there  is  no . harmonizaiion = on
substance, but there will be-and there
can be harmonization - of=form- and
procedures o eslablishuin-a form-of
probability between the actors@in“ihe
triangle between siaies;y-the piatform
and operators and the“users..This.is
extremely important, as a human
rights principle and as a due process
principle  any restricion of an
individual freedom should be based on
law. That means that any request that
is being sent needs to be able fo make
a reference o the law in that specific
Country and the procedure that should
be followed. Like, for instance, is it an
article of the constifution that is
relevant? It's a  particular  law
regarding Internet? Are there
particular laws regarding the press
that are transposed for internet
matters?

But aiso on those issues and that_-s_f
3type “of requeet cioes the - natlcmai:'_ 1
‘procedure requ&re a warrant or. Cody'}f i
~signatures or.' not? The  sort .of =
.compulsory : presence of .that ksnd of o
“information in a request is somethmg'?;]{i __
that i'aases the bar of due process from -
‘what it ‘is  today. Today you 'get
-;‘equests and -the natlonal bBSIS not_-'_-_f._"-'_'

necessarily known. -

“Cyberspace had been anvented as o
som_eth_mg -thatis not fragmented. A =
space - that  promises an unlimited
opportunities -for any users at any
place to explore anything that the

internet  provides. Even  when
international community have
nomerous arrangement to fragment
real-space by national jurisdiction,
cyber space remains safe as the land
of the free. The status as the most
free space that internet possess make
ceffain states and some internet
stakeholders iried so hard to maintain
that status:of the jiniernet from any
challenge to fragment the internet. For
developed - world internet is their final
meansto have -access to any market
and:to-any-information in the world,
and--_ ihey --want that access
undisturbed.

Nowadaysy rapid changes had
ocourred=in the internef. Level of
misuse of the iniernet is growing.
Through internet people conduct
espionage operation, spreading news,
pictures, recorded-tape which are not
correct or not supposed io be
uploaded. Some people abuse the
free-status of the cyberspace to
uploaded harsh content that ignores
other users beliefs or national laws.
The internet become unsafe and un-
ethics.

The international  community
engaged in continuously to tackle this
internet  situation. Numerous multi-
stakeholders forums had been held in

Indonesian CLaw Journal, VOolI.




e ﬁ-:._":_::"fhfs context . The intemat;onal__
'commumty " beliefs that smulti- -
o -.stakeholders approach is the cerrect-

“approach to ‘any. development
internet, to.- drscuss changes and

. issues relatmg 1o cyber: space. As.
o _'.ment;oned earlier; the most: prominent -
o forum “is  the ‘Internet -Governance
- “Forum, (JGF) by the United  Nations -
" Depariment of Economlc and Social -

- Affairs (UNDESA) which isan ‘annual
- event where all-internet stakehoiders
- around . the - globe - sits - together o
discuss ‘issues relating o internet,
including ~the issue - of  internet
fragmentation. One thing that's can
cause ' internet ffagmentation is
national jurisdiction. a5
Some states views that there’is'an
urgent need to have < national
jurisdiction in the internet just like in
real-space where land, sea and outel-
space fragmented by national laws.
This notion came from the fact that
states should exercise’ its role o
protect the interest 'of their ‘people.
Some states, including". Indonesia,
already passed law that “govern.'the
internet practices within..the bordar.
The law arrange which-—contents
allowed to flow freely in the-internet
and which content doesn’t-enjoy-the
same treatment. States like Indonésial
founded the law by absorbing norms
and guidelines that's lives in local
communities, that demand the states
to prevent certain content flows freely
in the internet.

It is common understanding that
the legal landscape is fragmented. We
have national laws, but can it applied
effectively in  cyber-space. The
internet, is in some sense fragmented
because states are free to interfere
with the technical cooperation of the
network. So with or without national
jurisdiction, states can  actually
exercise their role and sovereignty in

.the mi'ernet The consequences :s m_f R
the. Iega! reglme that grown up'inthe . = -
'_-mtemet it's no’ Ionger the case that._'

ne everycne has access 1o the ‘same -

_ thing, - there ' are layers ~ and

permlssmns that ceuld block accessto.
- certain. conient The bottom line “is -
‘there are different . wews of hows :
-;-peeples access 0. content. ‘In  this

regard, states plays: agmﬂcant role to
sef “up. the. laws ‘o ‘govern . -content

'.access However this ‘is - not - the

original. lntent of the design of internet.
The dengn ‘was - intended o be
uniform in the sense that anywhere in
the world, whenever we looked up a
Domain""Name or an address, we
should receive the same information
oi-get to ‘thesame place. The next
important ~question. will be, do -the
uniform’, treatment. can, be apply in
nowadays | Internet? ‘what about
national sjurisdiction which estabhsh
based on local norms?

- Root server is the heart of internet
infrastruciure. What is so called cyber-
space will_call @ server in the real-
space. The prime function of Server is
data storage-and to flow the data
needs other hard-ware and
peripherals;~including. satellite and
fiber optics~When all goes on-line,
merely  it-—becomée another space
disconnected from real-space, unless
you have interface to access it. The
internet flows of data are now become
global reality and will grow further in
the future. The flows doesn't stop at
the border and need no permission to
enter other jurisdiction. The question
now what is jurisdiction in internet?

Jurisdiction in the internet can
defined by several ways. Internet
jurisdiction could be mean as
permission, so people who has access
wilf hold the jurisdiction. It also can be
interpreted in term of data storage, in
this case the steward of the server is

Indonesian Law Journal, Vol. 7 Dec 2014



I _-.debate on Wthh pomt is the border :
~muli--
_'stakeholders approach of :ntemat is

~ " the best way to address: those above

_  ._'_.:”-'_:__'__‘th@ one Who hoids the;urlsdlction The:'-' |
_"_'__defmltion of “internet . Jur;sdzctlon off -

. course, can be mterpreted as national -
: _--jurzsdlction ‘This way sees borders as

: ~the main element. to set up jurisdiction,
"._although ‘there ‘are - siill - ‘technical
‘An- this

-context . the -

' -d_tfferences since it mvoives a wide-
‘range .~ of = -internet - stakeholders.
- Jurisdiction could be found:not only by
gover_nment but it can be . establish
through - seh‘»regulanon -~ amongsi
stakeholder. '
In ‘the context of permission,
people who has access cansmake
self-reguiation which obeyed’ by the
people itself. They can arrange what
content which caner can’i/freely flows
within their network™ and.. they “can
establish some kind of ~controlling
system t{o preserve the regulation.
This is can be done having it mind the
borderless nature of internet, ‘which
allows people from far-away. places
have a secure network.of theirown.
Stewardship of a.server now is a
hot topic in any international internet
forum. This issue recently came_alive
when on 14 March. 2014, the U.S.
National Telecommunications—=and
Information  Administration  (NTIA)
announced its intention to transition its
stewardship over key Internet domain
name functions 1o the global
multistakeholder  community, and
called upon the /nternet Corporation
for Assigned Names and
Numbers (ICANN)) is a nonprofit
organization that is responsible for the
coordination of maintenance and
methodology of several databases of
unique identifiers related to the
namespaces of the internet, and
ensuring the network's stable and
secure operation) to launch and

: fac:ihtaie a process wnth the commun;ty__ e
meeting the
~criteria set-out by the NTIA. Following =
the announcement ICANN published

: aProcess foDevelop . the Proposal ..
_and Next Steps on 6 June, thatis the

- culmination 'of a series of community =
dlscuss;ons and input into the process .
‘to develop a - i
‘stewardship transition “to the giobal'__--
The .
document -reflects the  multitude of

fo: deve]op a proposa[

proposai o

multistakeholder — community.
views expressed in different fora and -
calls for the establishment of, among
other things, a Coordination Group.® -
The bottom line is, up until today the
NTIA holds a complete control and
“jurisdiction” over the root server
which:contains all key internet domain
name functions, in other word, the
NTIA is monopolize the data in the
internety=since  all names distributed
globally staris from'those root server,
In thig: context the US Government
through NTIA ¢an make regulations as
what is allowed /or forbidden to enter
and-flow freely in.the ICANN internet
sysiem.- Reminding how huge the
power- of ~the” US Government 1o
conirol_infernet, makes all states
wapts_-io see the stewardship
transition. process to be done as soon
as~possible. Now many server are
established in the world, and whoever
holds the stewardship of that server
will be hold the “jurisdiction” over all
data inside the server.

The last version of jurisdiction, is
indeed, the jurisdiction that lies in the
hand of sovereign state. In this paper,
it calls national jurisdiction. This
jurisdiction stops at the border, so
border become crucial in this kind of
jurisdiction. But is the definition of
border in the internet. Unlike in the
real-space which the border is easy to
find, in the internet, the border is
somewhat complicated. In the internet,
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L cho-border sometlme maan the server e
. the server sometimes located outside
o the border. of the.concern sia’ta ‘which
. has their own applicable law to. that
- certain. Iooatlon This condmon raise
- jurisdiction”
L l-;urfsdlo*hon ‘applied: fo. that partlcular'-_'-"

- “pborder”; Unless they have an agreed
SRS arrangement

 “border” will be difficult to solve. With

probiem on

issues : anse ‘at+the

- No ln’iamatlonal arrangement on how

. ~ to.govern the internet and the fact that
_ each state and communities ‘in the

‘world. has un- -uniform undarstandmg
on norms -and -ethics -applied, just
make solving problems at the “border”
far more chaiienglng S

Way Frorward

~As other states does indonesia
has also -faced many challenges to
govern the internet, especially’ when
comes 1o content that is not ethical
and ‘also information sovergigniy. ‘As
mentioned above, internet is the one
way to have undisturbed. access ‘io
other states in particular in fermis of
market access. For 'some . country.
pornography and sex-industry. for
example are legitimate business: but
here in Indonesia those contents are
forbidden by law and by nerms.which
grow in  the  community, 51°&0
Government must do anything in their
constitutional powers to prevent such
contents info Indonesia.

Another examples is religious
sensitive content.  In  Indonesia,
Muslims are majority, although is more
a moderate kind of Muslims, but when
it comes to symbols of the Religion,
they usually get together and become
nasty. A cartoon of Prophet
Muhammad SAW, made Indonesia
Muslims went furious and demand in
instant for Government actions.
Demonstrations went on in many
times for days, suddenly this peaceful

whose . in

nat;ons bocomes a na‘uons of anger Gl
‘Government needs to ‘take some =
‘actions to solve this: |ssue soverelgnty__{

-'-.and Jurssdiot:on baoomes oruolal in thls

.context the': R

__soverelgnfy and ' Jurisdlc’aon of
:,.mformatton technology ~including -
~internet .is . lndeed ‘crucial.: Indones:a

'-expersenoed unpleasant experience
- when -the President and ‘other ‘high-
: _rank Indonesia official were the wci;ms

of . espionage = . operation.. - This
asp;onage opera’non also - covers
communications made by those high-

rank officials through emails and other

internet”"based :communications. The
Operations.can carried out more easily
since-. all™ those - communications,
especially. through. ~internet, ‘used
servers and Infrastructure made by
others /yor " .ogated ‘and under
stewardship of other state. The logic
behind ‘it, is‘the one who made an
equipment or act as the guardian of a
device will - surely / have better
understanding than others, so they
can  do. anything . about those
equipmeni-and-device as their wish.
Thus, any-meastres applied by other
pecple_can~be easily_break-down by
the-Tounder-or by the guardian since
they holds-all-the-key and technology
of them. This situation revoke the
issue of security in the context of
sovereignty and jurisdiction as well as
technology mastery. This can lead to

factual event, for example, when
Indonesian US made fighter-jet
engaged with another US made

fighter-jet own by US Navy above
Indonesia territory. At the event, the
Indonesia fighter jet cannot locked the
target but the US fighter-jet can locked
the Indonesian fighter-jiet and looks
like a sitting duck, although the type
and the technology is the same
between those jets. What happen?
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_ ;The US advanced mdustry made the:_.';
: '-":indones;an jet, 'so ‘they reaily know;
-':rihow to mas’ter “the linformation -

tachnofogy in the: Jet The information

-technology in the Jet is. a&so connected_.__
o to US server and the US Government -
- isithe guardfan ‘of that particular
- server, 'so.they build the jet, they know

" “what to do'to shut it down, that's what
R .-happen even ‘though it’s a Indonesian.
' jets’ ‘bought by siate fund from

' !ndoneaan tax payers. . -

- Economic reasons also s;gnn‘icani:
in- this - regard As all ‘aware,  the
information- .- technology " - '.'-both
application - ‘and - anfrastructure -~ only
mastered by view developed states, At
the same iime an appeal 0 overcome
digital ‘divide is grows_.strongly. The
world now see the benegfit of internet
and everybody want all benefit that
internet offers. So botiem Jine .is, the
internet is now. more become 'basic
need of people in the world, including
people in developing: and  least
developed countries, Therefore, states
in all over the world has continuousty
develop internet infrastruciures and
applications in “order: 1o restablish
access fo internet “for its people:
Developing world does not-have any
capacity and capabilityto provide “the
internet infrastructure and-applications
by themselves, they do not have the
technology, therefore import from the
developed countries is the only option
for them. Imporiation sounds like a
normal day to day activity, until the
import couniry become toco depend on
importation to meet their neads. This
situation can occur as a result from
rapid innovation and development in
information technology, so fast that for
couniry that does not have capacity
become not capable to pursue and the
gap is more and more wider. This is
simply a marketing strategy for having
no competition in the information

':ieChm'OQy by the developed Worids
~The impact is s;mple import |s Qe’stmg.::_-_--_, o
‘bigger and make a burden in other

- “country - budget. - In.- this . matter, =
‘capacity bwidmg and Aransfer cof .
iechnology - “crucial = to make':-f_'i_:’_"_f

-._':nfermation technology dependence*-_
-_frqm developlng ‘world “the
~developed . side.. " The.’ un_bal_ance.j i
~fashion + in information ‘technology

‘capability " in - the ‘world ‘should be
address promptly, ‘and Indonesia is ..
amongst those in front line to fight for._- .

thls issue.

- For  Indonesia, cyber—ethlcs and -

cyber-jurisdiction as well as cyber-
sovereignty are crucial. With the lack
of “iniernational arrangement in this
sense, “ndonesia should be not
hesitate. 10 issue unilaterally various
policy and restriction to protect its
interest.Having in. mind the three kind
of/durisdiction, Indonesia should have
an/ afrangement. in those three
jurisdictions. The Government have o
enhiance - cooperation  with  other
stakeholders ‘and . other stales fo
ensure -the “protection of Indonesia
interest in terms of national security
and-iniermet=users in Indonesia. The
Government should more active to
gather. .all stakeholders not just to
empower~ the multistakeholders
approach but also to have more
national agent to protect its national
interest, the ID-IGF is the correct
place to start that effort. Indonesia
also should be more pro-local in
information technology, the
Government should issue policy that
can establish more flexibility and
space as well as to protect local
creativity and innovation and enhance
local capability in order {o have betier
local information technology capacity
and put an end to import dependence.
As for foreign relation, Indonesia
should keep the “bebas aktif” policy so
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-:‘depend!ng oniy to one provider.

~The: Iegaf deveiopment of the":-"

L _:_{mtemet governance should

' '..':"'-.Q-:-'-:I'i can ga:n benefﬁ: from vaneus par‘taes:_lfi
' which posses advanced capability in
. information - technology S0 tha’t no’c_

;;pmperly address and handfe in the_'-- s
future. As reflected in Rio+20 ouicome - :
~document, the interet is. part of the

- future we. all want to shape, and
-_-indones;a should - be - ‘more ac:tave in
_' _-Z“this regard starts from now. -
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